Ooyuarommumcest

MAMSITKA JJISI OBYYAIOIIUXCSI Ob UHOOPMAIIMOHHOM
BE3OIMACHOCTH JETEM

HEJIb34

1. Bcem mompsim cooOmaTh CBOIO YacTHYIO WHGOpMANHiO (HACTOSIINE HMS,
dbammiuio, tenedoH, aapec, HOMEp IIKOJbI, a Takxke (ororpaduu CBOH, CBOECH
CEMbBHU U ApYy3ei);

2. OTkpwIBaTh BJIOXKEHHBIE (DAMIBI JJIEKTPOHHOM TOUYTHI, KOT/a HE 3HACIIb
OTIPABUTEIS;

3. I'pyOuth, mpuaupatbcsi, OKas3blBaTh JaBICHUE - BECTHU ce0sl HEBEKIUBO U
arpecCUBHO;

4. He pacnopsbkaiicss JeHbI'aMU TBOEH CEMbHU 0€3 pa3pelleHMs CTapIIuX - BCErnaa
CIpalvBan POAUTENIEH;

5. He Bcrpeuaiics ¢ IHTEpHET-3HAKOMBIMHA B PEAIIBHOW JKU3HH - TIOCOBETYUCS CO
B3POCIIBIM, KOTOPOMY JIOBEPSICIIb.

OCTOPOXHO

1. He Bce nmumyt npany. Yurtaems o cede HenpaBay B MHTepHETE - cooO1mm 00
ATOM CBOMM POJMTENISIM UJIU OTIEKYHaM;

2. llpurnamaroT NEepenuchIBaTbCS, UrpaTb, OOMEHUBATHCA - IMPOBEPb, HET JIU
II0/1BOXA;

3. He3zakonnoe xomnupoBanue ¢aiioB B IHTepHETE - BOPOBCTBO;
4. Beerna pacckasbiBaii B3pOCibIM 0 TTpo0ieMax B CETH - OHH BCET/ia IOMOTYT;

5. Wcnionp3yit HaCTpOWKH O€30MacHOCTH W IPUBATHOCTH, YTOOBI HE TIOTEPSTH CBOU
AKKAyHTBI B COLICETAX U APYTUX MOpTaIax.

MOXHO

1. YBaxail qpyrux nojab30BaTeliei;

2. Ionp3yeuibcsi MTHTEpHET-UCTOYHUKOM - JI€JIall CChUIKY Ha HETO;
3. OTKpbIBail TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcsl 32 MOMOIIBIO B3POCIBIM - POJAUTENH, ONEKYHbl M aJIMHUHUCTpALUs
CalTOB BCETJA IIOMOT'YT;

5. Ilpoiian oOydenue Ha caiite "CeTeBUYOK" W TOMYyYd MACHOpPT HUGPOBOTrO
rpak1aHvHa!

NHOOPMAIIMOHHAA  TTAMATKA  JJI4  OBYYAIOIIUXCA  IJIA
PASMEIIEHMA HA OONIHAJIBHBIX NUHTEPHET-PECYPCAX

C KaXIbIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a MIKOJbHUKU
OIHU W3 CaMbIX aKTHUBHBIX mMoyb3oBaTenerd PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, WHTEpHET HECceT M MpoOJieMbl. ITa
IIaMsITKa JOJDKHA IIOMOYb TeOe 0€30I1acHO HaXOAUTHCS B CETH.



KomMmmbrorepHsie BUpYCHI

KomneloTepHblii BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IpOrpamw,
OTIIMYUTENILHON OCOOCHHOCTBIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K PA3MHOKEHHUIO.
B nononHeHue K 3TOMY, BUPYChl MOT'YT IOBPEIUThH WM MOJTHOCTHIO YHUUYTOXKHUTH
Bce (ailyibl U JaHHbIE, TOJKOHTPOJIbHBIE M0IH30BATENI0, OT UMEHH KOTOPOTo ObLia
3allylieHa 3apaKeHHas MporpaMma, a TakKe MOBPEAWTh WU JaXe YHUUITOXKHUTH
OIEPALIMOHHYIO CUCTEMY CO BceMM (paiimamu B 1esioM. B OONBLIIMHCTBE Cilydaes
pacmpoCTPaHSIIOTCSl BUPYCHI Yepe3 UHTEPHET.

MeTonbl 3a1IUTHl OT BPEJOHOCHBIX TPOTPAMM:

1. HMcnonb3yldi COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, UMEIOIIUE CEPhE3HbIN
YPOBEHB 3aILUTHI OT BPEAOHOCHBIX IPOrPaMM;

2. IlocrosHHO ycraHaBnuBaik mauTtu  (UMQpOBBIE  3amjaTkH, KOTOpHIE
aBTOMAaTHUYECKH YCTAHABJIMBAIOTCS C LETbI0 JOPAaOOTKHM HPOTrpaMMbl) U ApPYrHe
OOHOBJIEHUSI CBOEW omepanMoHHON cucreMbl. CkaumBalliT HUX TOJBKO C
opunmanpHOro  caiita paspadorunka OC. Ecmum cymecTtByeT  pexxum
aBTOMAaTUYECKOT'0 OOHOBJICHHSI, BKIIOUH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpPE TMOJ TMpaBaMU I[OJIb30BATENs, a He
aJMMHHMCTpAaToOpa. ODTO HE IMO03BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMMm
MHCTaJNIMPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnomp3yidi  aHTHUBUPYCHBIE  INPOTPAMMHBIE  NPOAYKTHI  HM3BECTHBIX
IPOU3BOJUTENICH, C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub PU3NYECKUN JOCTYH K KOMITBIOTEPY JJIsi TOCTOPOHHUX JIMII;

6. Mcnonb3yll BHEIIHUE HOCUTENM MHGPOpMallUMHU, Takue Kak (ielka, JUCK WU
(aiin U3 MHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHBIC (aiiibl, TMOJy4YEeHHbIE W3 HEHAJACKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpBIE MPUCHAN TBOW 3HAKOMBIN. Jlydlle yrouHu
y HEro, OTIIPABJISJI JIU OH TEOE UX.

Cetn WI-FI

Wi-Fi - 5T0 He BHI mepeaayu JTaHHBIX, HE TEXHOJOTHS, a BCEro JIHIIb OpeH,
mapka. Eme B 1991 roay HujepnaHackas KOMIIAHMs 3aperucTpUpoBaia OpeH.l
"WECA", uyto o6o3Hauano cnoBocodyetanue "Wireless Fidelity", kotopsiii
MepeBOIUTCA Kak "OecrpoBOIHAas TOYHOCTh'".

Jlo Hamiero BpeMeHH Jouuia apyras abOpeBuarypa, KOTopas SBISETCS Takoil ke
TexHonoruer. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM
Ha CTaHAapT Bbicmield 3BykoBoW TexHuku Hi-Fi, uro B mnepeBoge o3Hauvaer
"BBICOKAsI TOUHOCTB".

Jla, OecruiaTHBI HMHTEPHET-IOCTYN B Kade, OTesIX W a’poropTax sBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJAa B MHTEpHET. HO MHOrHWe 3KCHepThl CUMUTAIOT,
yTo obmeaoctynubie Wi-Fi ceTu He sSBISIOTCS 6€30MacHbIMHU.

CoBeThblI 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYHBIX ceTsix Wi-fi:



1. He nepenasaii cBoro JInuHy0 nHpopManuio yepe3 odmeaoctymnasie Wi-Fi cetu.
Pabotas B HHX, KenaTreabHO HE BBOAWTH IMAPOJIH JOCTYMA, JIOTHHBI M KaKHE-TO
HOMEpA;

2. Ucnonb3yil 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. Tem cambiM
Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPYCa HA TBOE YCTPOUCTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi otkiaroun dyakmuio "OOmuid goctymn K daitiam u
npuHtepaMm". JlaHHasg QYHKIUS 3aKpbiTa MO YMOJYAHHMIO, OJIHAKO HEKOTOpPbIE
MOJIL30BaTENU aKTUBUPYIOT €€ /I YA00CTBa UCIIOIh30BaHUS B padoTe U yueoe;

4. He ucnonws3yit nmyommunbii WI-F1 ns mepegaun TUYHBIX TAHHBIX, HApUMEpP
JJIS1 BBIXO/A B COLIMAIbHBIC CETH UJIU B DJICKTPOHHYIO TIOUTY;

5. Ucnonb3yit Tosibko 3amuiieHHoe coenunenne dyepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOumpHOM Tenedone otkmoun (ynknuio "Tlogkmrouenne xk  Wi-Fi
apromaruuecku". He momyckail aBTOMaTW4eCKOro MOAKIIOUEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacus.

COHI/IaJIBHI)Ie CCTHU

ConuanbHble CETH aKTUBHO BXOAT B HAIlly »XW3Hb, MHOTHE JIIOJIU pabOTalOT U
KUBYT TaM NOCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUILTHAP] YEJIOBEK,
YTO SIBIACTCI OJHOM CEIbMOI BCEX JKHUTEIEH IIaHeThl. MHOTrHe MOJIH30BaTEeIN HE
MOHUMAIOT, YTO HMH(OpMaIUs, pa3MEIlleHHas UMH B COIMAIBHBIX CETSIX, MOXKET
OBbITh HaWJIEHa U KCMOJb30BaHa KEM YroJHO, B TOM YHCJIE HE 0053aTEIbHO C
0JIaruMU HaMEpPEHUSIMH.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH B COLUAJILHBIX CETIX:

1. Orpanuupb cnvcok Jpy3ed. ¥ 1e0s B ApYy3bsAX HE JOHKHO OBITh CIIydalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amumiaii CBOK 4YacTHYIO XkM3Hb. He ykaspiBail maponu, TenedoOHBI, aapeca,
JaTy TBOETO POXJICHUS U APYryl JHUYHYIO HHPOpMAIUio. 3JI0YMBIIUICHHUKA
MOTYT HCIOJIb30BaTh Jake WHOOpPMAIMIO O TOM, KaK Thl U TBOW POJIUTEIH
IJIAaHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amumiail cBOIO penyTainuio - JAEpKU €e B YMCTOTE W 3ajaBail cede BOIpoC:
XOTeN OBl Thl, YTOOBI Jpyrue IOJb30BATENN BHJIEIHM, YTO Thl 3arpykaeuib?
[Tomymaii, mpesxe 4eM 4To-TO OMyOJIUKOBATh, HAMMKMCATh U 3arPy3UTh;

4. Ecnu TBI TOBOPUILL C JIFOJABMH, KOTOPBIX HE 3HAEIIb, HE HCIIOIb3VHA CBOE
9 M

peanbHOe UMS M APYTYIO JUYHYIO HHGOpMAIMU: UM, MECTO JKUTEIbCTBA, MECTO

y4eO0bl U Mpoyee;

5. WM306erait pasmenieHus ¢otorpaduii B UHTepHeTe, rae Thl H300pakKeH Ha
MECTHOCTH, 110 KOTOPOH MOYXHO OIPEIETUTh TBOE MECTOMOJIOKEHHUE;

6. Ilpu peructpanuu B COUUAIBHOM CETH HEOOXOIUMO HCIOJIb30BaTh CIIOKHbBIC
apoJu, cocTosImue u3 OykB v UG U ¢ KOJTMIECTBOM 3HAKOB HE MEHEe §;



7. g colMalbHOM CeTH, MOYTHl U JPYTUX CAWTOB HEOOXOJUMO HCHOJIb30BaTh
pasnple maponu. Torma ecnau TeOs B3JIOMAIOT, TO 3JOYMBIIUICHHHKH TOJTy4YaT
JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

3H€KTpOHHBI€ JCHBI'N

ONEeKTPOHHBIE JIEHBTW - OTO OYEHb YIOOHBIA CHOCOO TMIIATEXeH, OJIHAKO
CYIIECTBYIOT MOILIEHHUKHU, KOTOPBIEC XOTAT MOJYYUTh 3TU JCHBIU.

9J'ICKTpOHHBI€ JACHBI' IIOABHIIMCHh COBCEM HCAABHO M HMMCHHO H3-3a 3TOrO0 BO
MHOTHX IoCy/1apCTBax A0 CUX IIOP HC IPOIHUCAHO ITPO HUX B 3aKOHAX.

B Poccum xe oHM (DYHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TIe MX
pa3ieisaioT Ha HECKOJILKO BHJIOB - aHOHMMHBIEC M HE aHOHMMHBIC. PazHuIla B TOM,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOIUTH orepanuu 0e3
UJEHTU(PUKAIIMY TT0JIH30BATEIISI, & B HCAHOHUMHBIX WJEHTU(PUKAIIMS TOJIb30BaTEIIs
SIBIISIETCST 00S13aTEIILHOM.

Taxke crnegyer pa3nuuyaTh  JJEKTPOHHBIE  (uAaTHbIE  JEHBIM  (paBHBI
rOCY/IapCTBEHHBIM BaJlIOTaM) M AJIEKTPOHHBbIE HedUaTHbIE JACHBIM (HE paBHBI
rOCY/IapCTBEHHBIM BAJIFOTAM ).

OcHOBHBIE COBETHI 0 OE30N1aCHON pabOTEe € ANEKTPOHHBIMU JE€HbIaMU:

1. IlpuBsku K cueTy MOOWIbHBIA TeneoH. DTO caMblii yIOOHBIA M OBICTPHIA
Croco0 BOCCTAaHOBUTH JOCTYN K cuery. IlpuBsizaHHbId TenedoH MOMOXKET, €Clu
3a0ynemb CBOW IUIATEXHBIA MMapojib WM 3aiJellb Ha CaWT C HE3HAKOMOIo
YCTPOWCTBA;

2. Hcnonme3yit opHopazoBbie mnaposu. llocine mnepexoma Ha  YCHUIICHHYIO
aBTOopu3alio Tebe yke He OyneT yrpoxaTh OMAaCHOCTh KPAKHM WJIM IepexBaTa
IJIATEKHOTO NapoJIs;

3. BeiOepu crnoxkHbIil naposns. [IpecTynuukam OyaeT He IPOCTO yrajlaTh CIOXKHBIN
napoib. HanexxHbele maponiu - 3To mapoiii, KOTOpbIe CoiepKaT He MEeHee 8§ 3HAKOB
¥ BKIIOYAIOT B c€0s CTPOYHBIE U MPOMHCHBIE OYKBBI, IU(PPbI U HECKOIBKO
CUMBOJIOB, TaKME€ Kak 3HaK JoJulapa, (yHTa, BOCKJIMUATENbHBIA 3HAK U T.IL
Hampumep, $tROng!;;

4. He BBOZIM CBOM JIMYHBIC TAHHBIE HA CAlTax, KOTOPHIM HE JTIOBEPSEIITh.
DJIEKTpOHHAs MOoYTa

DNEeKTpOHHasl MOYTa - 3TO TEXHOJOTUS M NPEJOCTaBISIEMbIE €0 YCIYTd 110
NEPECHUIKE U MOJYYEHHUIO IEKTPOHHBIX COOOILIEHUH, KOTOphIE pacpeAestoTCs B
KOMIBIOTEPHON ceTH. OOBIYHO 3JEKTPOHHBIA IOYTOBBIM SUIUK  BBITJIIUT
CIIEAYIOIUM 00pa30oM: UMsI_TOJIb30BaTeIsi(@uMs_aoMeHa. Takke kpoMe neperadyu
IPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTD IepeiaBaTh (panibl.

OcHOBHBIE COBETHI 110 O€30IacCHON padoTe C IEKTPOHHOMN MOUTOM:

1. Hago BeIOpaTh MpaBUIIbHBIN MOYTOBBIM CepBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBHUCOB, OJHAKO JyYIlle JOBEPATH TEM, KOTO
3HACLIb U KTO IEPBBIM B PEUTHUHTE;



2. He ykaspiBail B JW4YHON mouTe JUYHYIO HHpopMmaruio. Hampumep, nydiie
BbIOpaTh "My3bIKabHbIN (haHaT@" wim "pok2013" Bmecto "temal3";

3. Ucnonp3yil ABYX3TAaHYIO aBTOPU3ALMIO. DTO KOrJa MOMHMO IApOJs HYKHO
BBOJIUTH KOJI, MPUCHUIaeMBbIi 110 SMS;

4. BeiOepu crtoskHBIM TapoJib. JJIs KaXKI0r0 MOYTOBOTO SIIIUKA JTOJIKEH OBITH CBOM
HAJEKHbIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOYKHOCTh HAIlMCATh CAMOMY CBOW JIMYHBIM BOIIPOC, UCIIOIb3YH
3Ty BO3MOXHOCTb;

6. Mcnonp3yil HECKOIBKO MOYTOBBIX SIIUKOB. [IepBbIN 11 YaCTHOW MEPETMCKHU C
ajapecaTaMy, KOTOPBIM Tbl JIOBEpsACIIb. JTO SJEKTPOHHBIA agpec HE HaIo
UCIIOJIb30BaTh MPU PErUCTPAllUU Ha (popyMax U calTax;

7. He oTkpeiBaii (hailyibl M ApYTrHe BIOXKEHUS B MUChMaX, Ja)Xe €ClId OHU MPHUIILIHA
OT TBOUX Jpy3eil. Jlyulie yrouyHu y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TH (ailbl,

8. Ilocie okoHuaHusi pabOTHI HA MOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKJIAJKU C
caiTom He 3a0yab HaxaTh Ha "BeritTu".

KubepOyumiHr nin BUPTyanbHOE U3/1€BATEIbCTBO

KubepOymiuHr - mpecienoBaHue COOOIICHUSIMH, COACPKAIlMMHU OCKOPOJICHHS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIIMAIbHOE OOMKOTUPOBAHHUE C TTOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KHOEPOYILITUHIOM

1. He 6pocaiicst B 60#. Jlyummuii crioco0: mocoBETOBAThCS KaK ce0sl BECTU U, €CIIU
HET TOro, K KOMY MOKHO 00OpaTUThCS, TO BHaYaJle yCIIOKOUThCsA. Eciu Thl HauHel b
OTBEUYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJILKO €IIe OOJNbIe Pa30XKKEIIb
KOH(JIUKT;

2. YnpaBnsil cBoeil kubeppenyraiuei;

3. AHOHUMHOCTb B ceTH MHHMMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He crouT BecTHM XyJIMTaHCKUNA o00pa3 BUPTyalbHON Xu3HU. HMHTepHeT
(ukcupyeT Bce TBOM JEHCTBUS U COXpaHSAET UX. YIaluTh HMX OylaeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii eauHnuHbld HeratuB. OHOPA30BbIe OCKOPOUTENIbHBIE COOOIIECHUS
Jydlie urTHopupoBaTh. OOBIYHO arpeccusi MPeKpaIlaeTcs Ha HAaYaJIbHOW CTa/IuH;

7. ban arpeccopa. B mnporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B
COLIMATIBHBIX CETSX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTHIPABKUA COOOIIEHUN C
OTpEEIICHHBIX aJIPECOB;

8. Eciu 1bl cBugerens KuOepOyyuiMHra. TBOM AEMCTBUS: BBICTYNIHTH HPOTHB
npecieoBarelisa, MoKa3arb €My, YTO €ro JEWCTBHUSI OLIEHUBAIOTCS HEraTUBHO,
nojJepKarh KEpTBY, KOTOPOH Hy)KHA ICHUXOJOTMYEcKas MOMOIlb, COOOLIUTH
B3pOCIBIM O (PAKTE arpecCUBHOIO MOBEIEHUS B CETH.



Mo6ubHbIN TenedoH

CoBpeMeHHBIE cMapTPOHBI U IUIAHIIETHI CoJepKaT B ceOe BIOJHE B3POCIBIMA
GyHKIIMOHAJI, W TENepb OHM MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMU
KoMIbloTepaMu. OJIHAKO, CPEACTB 3aIUTHI JJI1 TTOJO0HBIX YCTPOMCTB MOKA OYCHb
Maio. TecTUpoBaHHE M TIOMCK YSA3BUMOCTEHM B HHUX IMPOUCXOJUT HE TakK
WHTEHCHUBHO, Kak jis 11K, To ke camoe kacaeTcst 1 MOOMJIbHBIX MPUIIOKEHUM.

CoBpeMeHHBIE MOOUJIbHBIE Opay3epbl YK€ MPaKTUYECKH JIOTHAIM HACTOJbHbBIC
aHAJIOTH, OJIHAKO paciupeHue (QyHKIMOHANA BIEYET 3a COOOH OONbBIIYIO
CJIO’)KHOCTh ¥ MEHBIIIYIO 3aIIUIIIEHHOCTD.

Jlaneko He Bce NPOU3BOAMTENM BBIYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH VISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTA MOOMIBHOTO TeneoHa:

Huuero He siBnsercsa mo-HacrosmeMy OecruiaTHeIM. Byab octoposkeH, Belb Korna
Tebe mpeiaratoT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBIThb CKPBITHI KaKHE-TO
IIJIATHBIEC YCIIYTH;

Hymaii, npexae yem ornpaButb SMS, ¢boTo mwim Buaeo. Thl TOYHO 3HACIIb, TIE
OHM OyZyT B KOHEYHOM HMTOre?

Heo6xoauMo 0OHOBIISTE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonb3yii aHTUBHPYCHBIEC POTPAMMBI I MOOMITBHBIX TelIe()OHOB;

He 3arpyxail npuioXeHuss OT HEU3BECTHOTO HMCTOYHHMKA, BE€Ib OHU MOTYT
COJIEP’KaTh BPEIOHOCHOE TPOrPAMMHOE 00ECTICUCHNUE;

[Tocne Toro Kak Thl BBIAIEIIH C CaiiTa, TJ1e BBOAWI JUYHYIO HH(GOPMAIIUIO, 3ali/I1 B
HACTpOWKHU Opay3epa u ynaiu cookies;

[leprognueckn npoBEPsd, KaKUE IUIATHBIE YCIYTM AKTUBUPOBAaHbl HA TBOEM
HOMEDE;

JlaBaii cBOii HOMEp MOOMJILHOTO Tene(OHA TOJBKO JIOASM, KOTOPBIX Thl 3HACUIb U
KOMY JOBEpPSICIIIb;

Bluetooth momken ObITH BBIKITIOUEH, KOT/Ia Thl UM HE MOJb3yemibes. He 3a0biBait
WHOTJIa TIPOBEPSTH ITO.

Online urpst

CoBpeMEHHBIE OHJIAMH-UIPBI - 3TO KpPacOYHBIC, 3aXBaThIBAIOLIUE pa3BICUYCHUS,
O00BEIMHAIOIINE COTHU ThICAY YEJIOBEK IO BceMy Mupy. WUrpokm wuccienyroor
JAHHBIM UM MHp, OOLIAIOTCA IPYT C APYIOM, BBIIOJHSIOT 3aIaHUs, CPAKAIOTCS C
MOHCTPAaMH{ M IOJYYarOT OMNbIT. 34 YAOBOJIBCTBHE OHM IUIATAT: MOKYNAKT IUCK,
OIUTAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUH.

Bce atm cpenctBa mayr Ha moauep:KaHWE M Pa3BUTHE WUIPBI, & TAKXKE HA CaMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natuu (¢ poBbIe 3aIIATKH JJIsl IPOTrpaMM ), 3aKpbIBAIOTCS yI3BUMOCTH CEPBEPOB.



B monoOHBIX WTpax CTOMT oIacarhCsi HE CTOJIBLKO CBOMX CONEPHUKOB, CKOJBKO
Kpaky TBOETO MapoJis, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPU3AIMU OOJIbIIIMHCTBA
urp.

OcCHOBHBIE COBETHI 110 0€30IMaCHOCTH TBOCTO HUI'POBOI'O0 aKKayHTa:

1. Ecom npyroit urpok Bemer ceOs IUIOXO WM co3daeT Tebe HEeNmpUSITHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. Tloxanylicss agMHHUCTpPAaTOpaM WIPbl Ha IUIOXO€ MOBEAEHHE ATOTO HMIPOKa,
JKEJATEeNIbHO MPUJIOKUTh KaKME-TO TOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3zbiBaii muunyto nHGopMaiuo B mpodaiie urpsi;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTDE;

5. He ycranaBnuBaii HeohunmaabHbIE TATYA U MOJIBI,

6. Mcnonb3yii CII0KHBIE U pa3HbIE APOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIFOYATh aHTUBHpPYC. I10Ka ThI Urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3HTh.

DUIIMHT WX Kpaika JIMYHBbIX JaHHBIX

OObIYHOM Kpaxeil AeHer U JOKYMEHTOB CErojHsl y)K€ HUKOrO HE YAMBHILb, HO C
pa3BUTHEM MHTEPHET-TEXHOJIOTHI 3JI0YMBIIUICHHUKN MEPEMECTUIINCh B HHTEPHET,
Y TIPOJOJDKAIOT 3aHUMAThCS "TIOOUMBIM'" 1€TIOM.

Tak mosiBHIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILKHT, TJIaBHAS
[eJlb  KOTOPOTO  COCTOMT B  MOJYyYEHUM KOHQUACHUMAIbHBIX  JaHHBIX
noJib30Baresniell - JIOrMHoB M maposei. Ha anrmuiickoM sizpike phishing unraercs
kak ¢pumuHr (0T fishing - peiOHas nois, password - mapoip).

OcHOBHBIE COBETHI MO OOPHOE C QUITUHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Thl mojo3peBaeliib, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKUPOBATh €€ U COOOIIUTH AJIMHHHUCTpPATOpaM
pecypca 00 3TOM KaK MO>KHO CKOPEE;

2. HUcnonb3yit Oe3omnacHble BeO-CaliThl, B TOM YHCIIC, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHUCTEM;

3. Wcnonb3y#t cnokHble U pa3Hbie mapoiu. TakuM oOpa3om, eciau Te0s B3JIOMAIOT,
TO 3JIOYMBIIIJICHHUKH MTOTYYaT TOCTYI TOJIBKO K OTHOMY TBOEMY MPOQIITIO B CETH,
a HE KO BCEM;

4. Ecnu TeOs B31OMaid, TO HEOOXOIUMO MPEIYNPETUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbI€ J100aBJEHbI y T€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMaIU M, BO3MOXKHO,
OT TBOET'O UMEHHM OYJIET PacChLIaThCs CIaM U CChUIKU Ha (DUIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbid napoib (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKITIIOUM COXpaHEHHE IapoJis B Opaysepe;

7. He oTkpbiBait (hailyibl U ApyTrUe BIOXKEHUS B MUCbMaxX, JaXe €ClId OHU MPUIILIH
OT TBOUX Jpy3eil. JIyuiie yrouHu y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailiibl.

[udposas pemyrarus



[HudpoBas penyranus - 3T0 HEraTUBHAS WM MO3UTUBHAs MHGOpPMAIUsS B CETH O
tebe. Kommpomerupyromas wHdOpMalus, pa3MelieHHas B WHTEPHETE, MOXKET
CEpbE3HBIM 00pa30oM OTpa3UThCs Ha TBOeW peanbHOU ku3HU. "ludposas
penyranus" - ’TO TBOM UMUK, KOTOPBINA hopMupyeTcss U3 uHPopMaluu o Tede B
WHTEPHETE.

TBOE MeCTO KMUTENbCTBA, yueObl, TBOE€ (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakKTepa M paccKas3bl O OJM3KUX - BCE ATO HAKAIIMBAETCS B CETH.

MHorre TmOAPOCTKH JIETKOMBICIICHHO OTHOCATCS K NyOJIUKAlMK — JTUYHOU
uHpopmanuu B MHTEepHETE, HE TTOHUMAsI BO3MOXKHBIX TMOCIEACTBUNA. Thl gaxke He
CMOXeEIIb JOTaaaThcsi 0 TOM, uTo (pororpadus, pa3MeiieHHas 5 JeT Ha3al, crajia
NIPUYUHON OTKa3a MPUHSTH T€Os Ha padoTy.

KommMmenTapuu, pa3menienue tBoux ¢ororpaduil U Apyrue AEHCTBHS MOTYT He
UCYE3HYTh Ja)Ke IIOCIJIE TOr0, KaK Thl UX YAAIUIIb. bl HE 3HACIIb, KTO COXPaHUII
3Ty HH(POPMAIIUIO, TIOTajia JIU OHA B IOMCKOBBIE CUCTEMBI U COXPaHHUJIACh JIM OHA, a
IJIABHOE: YTO TMOAYMAIOT O T€OE OKPYKAIOLIUE JIFOAH, KOTOPblEe HAUAYT U YBHIAT
sT0. HailTu mH(popMalo MHOro JIET CIYCTS CMOXET JI00O0H - Kak U3 J00pbIX
noOyXKICHU, TaK M C HAMEpPEHHEM IMPHYUHUTH BpeA. DTO MOXKET OBITh KTO
YTOJIHO.

OCHOBHBbIE COBETHI 110 3aIuTe HUGPOBOI penyTanuuu:

1. Tlogymaii, mpesxae 4em 4To-To MyOJIMKOBATh M TIepeiaBaTh y ce0s B OJI0re UK B
COLIMAJIbHOM CETH,

2. B Hactpoiikax npoussi yCTaHOBU OIpaHUYEHUS] Ha MPOCMOTP TBOETrO MpoQuiis
Y €ro COAEPKUMOr0, CAENIal ero TONbKO "M npys3en";

3. He pa3memaii 1 He yka3plBaili HMH(POpPMALMIO, KOTOpas MOXET KOro-imdo
OCKOPOJIATh MJIH OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIC IMKOJIBHUKH - aKTUBHBIC TOJIH30BATEIN ITU(POBOTO MPOCTPAHCTRA.
OIHAaKoO [aleko HEe BCE 3HAIOT, YTO IOJIL30BAHHE MHOTMMH BO3MOXKHOCTSIMU
mudpoBoro Mupa TpeOyer CcoOJIIOACHHMS IpaB HAa  HHTEIUICKTYaJIbHYIO
COOCTBEHHOCTb.

Tepmun "uHTEIEKTyalbHAS COOCTBEHHOCTH'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUYECKOr0 yMa, HAuMHAasg C HOBBIX M300PETEHUN M 3HAKOB, 00O3HAUYaOLIUX
COOCTBEHHOCTh Ha MPOAYKTHI M yCIYTH, U 3aKaHYUBasi KHUTamu, ¢ororpadusimu,
KUHOPWIBMAMH U MY3bIKaJIbHBIMH ITPOU3BEICHUSMU.

ABTOpCKHE TMpaBa - 3TO I[IpaBa Ha HWHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEIICHUSI HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHUE IpaBa BHICTYNAIOT B
KaueCTBE TApaHTUM TOr0, YTO WHTEJUICKTYaJbHBIA/TBOPUECKUN TPyl aBTOpa HE
OydeT HampacHbIM, JacT €My CIpPaBEeJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3yibTarax CBOETO Tpyna, MOJYYUTh W3BECTHOCTh W TpusHaHue. Hukrto 6e3
paspelieHusi aBTopa HE  MOXET  BOCIPOM3BOJAUTH €ro  MPOU3BEACHUE,
pacupoCcTpaHsaTh, MYyOJUYHO JIEMOHCTPUPOBATh, NPOJaBaTh, HUMIIOPTHUPOBATH,



yCKaTh B IPOKAaT, MYOJUYHO HCIOJHAThH, NMOKA3bIBATH/UCIIONIHATh B A(QUPE WUIH
pasmemars B MIHTEpHETE.

Hcnonb3oBanue "muparckoro" mporpaMMHOIO OOECHEYEeHUs] MOXKET IMPHUBECTH K
MHOTUM pHCKaM: OT IOTE€PU JAaHHBIX K TBOMM aKKayHTaMm /10 OJOKHPOBKH TBOETO
YCTPOMCTBA, TIJI€ YCTAaHOBJIEHA HeJerajbHas mporpamma. He crout Taxxke
3a0bIBaTh, YTO CYLIECTBYIOT JerajbHble M O€CIUIaTHbIE MPOrpamMMbl, KOTOpPbIE
MO>XHO HalTH B CETH.

O nopraine.

CereBu4oK.pd - TBOW TIJIaBHBIA COBETUYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HaTb O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHH
KPUTHUYECKON CUTyallMd OOpaTUThCA 32 COBETOM. A TakXe MPHUHATh y4acTHE B
KOHKYpCax U CTaTh CaMbIM IIU(POBBIM IPaXKTAHUHOM !

Nudopmaruss 0 MeponmpusTHUSIX, MPOEKTaX W MporpamMmax, HampaBlIEHHBIX Ha
NOBBILIEHUE UH()OPMAILIMOHHON TPAMOTHOCTH 00YyYarOLIUXCsl.



